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MeToaunka oueHKkn yrpo3 6esonacHocTu MHopmMaumn
(YTBepxaoeHa ®CTOK Poccum 5 dpespana 2021 r.)

L -
MeToauKa onpezesisieT NOPSA0K U COJlEp>KaHUe PadboT Mo
onpezieJIeHUI0 yrpo3 6e30MacHOCTH UHPOpMaALUH,
peasir3aius (BOSHUKHOBEHHE) KOTOPbIX BO3MO>KHA B
MHPOPMALIMOHHBIX CUCTEMAX, aBTOMAaTU3UPOBAHHbIX
CHCTeMax ynpaBJeHUs, UHPOPMALMOHHO-
Te€J€KOMMYHUKAIIMOHHBIX CETAX, UHPOPMALMOHHO-
TeJeKOMMYHUKAIlMOHHbIX MHPPACTPYKTYpax LEEHTPOB
00pabOTKHY AAHHBIX U 00JIaYHBIX UHPPACTPYKTYpaX (JaJiee —
CHUCTEMBI M CETH), a TAKXKe M0 pa3pabOTKe MoJieJIeH yIpo3
06€e30MacHOCTU MHPOpPMALUH CUCTEM U CETEM.
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MeToanky onpegeneHns aktyanbHbIX yrpo3 6e30nacHOCTM NePCOHarbHbIX AaHHbIX
npu nx obpaboTke B NHHOOPMALIMOHHbBIX CUCTEMAX NEPCOHaNbHbIX AaHHbIX
(YTBepxaeHa 3amectutenem aupekropa PCTIK Poccum

14 dpespans 2008 r.)




MeToaunka oueHKkn yrpo3 6esonacHocTu MHopmMaumn
(YTBepxaoeHa ®CTOK Poccum 5 dpespana 2021 r.)

O6nacTtb AencTBUA
Mo paTe co3paHusA:

 BHOBb co3aaBaeMble CUCTEMbI, pelleHne O CO34aHUN KOTOPbIX
npuHATO nocne 5 cheBpana 2021 r.

* Y)Xe 3KcnnyaTupyemMbie CUCTEMbI, NPU MOAEPHMU3ALMUM

Mogenu yrpos, paspabotaHHble U yTBep:xkAeHHbIe /IO 510 deBpasis 2021-T0 rojia MPoJo/HKAT
JleICTBOBAThb U MOJJIeXKAaT U3MEHEHHUIO TOJIbKO MPU MOJePHU3ALMU/PAa3BUTHUH

CucteMbl U ceTH, co3iaHHble WU MoJepHusnpoBaHHble [I0CJIE 5sro deBpais 20210 roja, J0KHbI
COOTBETCTBOBATb HOBOM MeTO/MKe OLleHKH yIpo3




MeToaunka oueHKkn yrpo3 6esonacHocTu MHopmMaumn
(YTBepxaoeHa ®CTOK Poccum 5 dpespana 2021 r.)

O6nacTtb AencTBUA

Mo BUAy cucrem:

e l[ocyaapcTBeHHbIe UH(POPMALIMOHHbIE CUCTEMbI U MYHULUMNANbHbIE
uHpopmaumoHHble cuctemol (FTMC n MUC)

* AHcpopMaLMOHHBbIE CUCTEeMbl NepcoHanbHbIX AaHHbIX (MCIOH)

e 3Ha4YMMble 0O0BLEKTbl KPUTUYECKOU UHDPOPMaLIMOHHON
uHcppacTpyktypbl (3OKUN)

* UC ynpaBneHusi NpoM3BoACTBOM, UCMNOSIb3yeMbIM OpraHM3aumusimm
0DOOPOHHO-NPOMbILLNIEHHOro KOMnJsieKca

e ABTOMaTU3MPOBaAHHbIE CUCTEMbI YNPaBreHUA TEXHONOrM4YeCKnMm
npoueccom (ACY T)




MeToaunka oueHKkn yrpo3 6esonacHocTu MHopmMaumn
(YTBepxaoeHa ®CTOK Poccum 5 dpespana 2021 r.)

[NencTBUEe MeTOOAUKN He pacnpocTpaHsAeTCcs Ha:

 MogenupoBaHue yrpo3 cuctemMam, B KOTOPbIX A1 3aWnNTbl MPUHATO
peweHue NUCNosib30BaTb cpeaAcTBa Kpuntorpadnyeckon 3almTbl
nHdopmaummn (CK3N)

 MogenupoBaHue yrpo3s, cBA3aHHbIX C TEXHUYECKUMMU KaHanamMmum
yTEeUYKU

uHcpopmMmauuu

* HeaHTpOI'IOFEHHbIe yrpo3bl (BbI3BaHHbIe He HaprJVITenﬂMM)

* Ha He cucTemMbl 1 He ceTu (Hanpumep, Ha NporpaMmmMHoe
obGecneyeHue)




OCHOBHbIE MOHATUA U onpegerieHnd

Yrpo3a 6e3onacHoOCTU MH(hopMaLUn - COBOKYMHOCTb YCINOBUN 1 (hakTOpPOB,
co34aoLLnX NoTeHUManNbHyO UNW pearnbHO CYLLECTBYHOLLYHO ONACHOCTb HapyLEeHUs
6e3onacHoOCTK NHdopMaLmn.

YazBumocTb - HegocTtaTok (cnabocTb) NnporpaMMHOro (NporpamMmmMHo-
TEXHUYECKOro) cpeacTsa Unm CUCTEMbI U CETU B LLENOM, KOTOpbI(asa) MOXeT
ObITb MCMoNb3oBaH(a) Ans peannsaunmn yrpo3 6esonacHoCT! NHopMaunu.

'paHMuUa oueHKM yrpo3 6e3onacHOCTU UH(popMaLum - COBOKYMHOCTb
NHAOPMALIMOHHLIX PECYPCOB M KOMMOHEHTOB CUCTEM M CETEN, B Npeaenax
KoTopon obecneumBaeTca 3awmTa nHdopmauyum (6es3onacHoCTb) B
COOTBETCTBUWN C e4MHbIMM NpaBunamMm 1 npoueaypamu, a Takke KOHTPOsb 3a
peann3oBaHHbIMM Mepamu 3aLnTbl MHpopmauum (obecneveHuns 6e3onacHoCT).




OCHOBHbIE MOHATUA U onpegerieHnd

) OnepaTop - N1Uo, OCyLLECTBNAIOLEE AeATENBHOCTL MO 3KCMyaTauumn CUCTEM U
ceTen, B TOM 4ucre no obpaboTke cogepallenca B HUX MHGopMaLnu.

) NMonb3oBaTtenb - MU0, KOTOPOMY pa3peLUeHO BbIMOMHATL HEKOTOPbIE OENCTBUS
(onepauumn) no obpaboTke MHPOPMaLUM B CUCTEME UK CETU N UCNONb3YyIoLEee
pesynbTaThbl €6 PYHKLUNOHUPOBAHUSI.

NMocTaBlWMK ycnyr - nMUo, NpegocTasnsioLee onepaTtopy v (unmn) obnagaresnto
) Ha OCHOBaHMM JOroBopa Unn MHOM 3aKOHHOM OCHOBAaHUK YCNyru no

MCMONb30BaHNIO CBOUX BbIYUCIIUTENBHbLIX PECYPCOB, MPOrpaMMHOro
obecneyeHusi, CpeACTB XpaHEeHUs Unu nepeaayn MHdopmMauun.




OCHOBHbIE MOHATUA U onpegerieHnd

OcHoBHbIe (KpUTHUYecKkue) npouecchbl (busHec-npoueccol) - yripaBrieH4Yeckne,
OpraHu3auMOHHbIe, TEXHOMNOrM4yeckme, Npon3BoaCcTBEHHbIE, PMHAHCOBO-
9KOHOMWYECKME N UHbIE OCHOBHbIE NpoLecchl (buaHec-nNpoLecchl), BbINOSTHAEMbIE
obnagatenem MHgopmaumm, onepaTtopom B pamkax peannsaumm yHKUNI
(MOSTHOMOYNI) UNKN OCYLLLECTBIIEHNUSA OCHOBHbIX BUAOB AEATESNTIbHOCTU, HapyLLUeHne n
(MNKn) NpekpaLLeHne KOTOPbIX MOXET NPMBECTU K BO3HUKHOBEHMIO PUCKOB (yLLepby).

B0O3MOXHOCTU HapyLIUTENA - Mepa YCUNWIA HapyLuIMTensa Ans peanusaumm
yrpo3bl 6e30nacHOCTM MHOPMAaLMK, BbipaXXeHHas B nokasaTensix
KOMMETEHTHOCTWN, OCHALLIEHHOCTM pecypcamMu U MOTMBaALMN HapPYLLUUTENS.




icxogHble AaHHblEe OS5 OLEHKM Yrpo3 6€30NacHOCTU
U MNepeyveHb yrpo3 n3 baHka gaHHbIX yrpo3 6esonacHocTn uHpopmaumn (BAY
PCTOIK bdu.fstec.ru)

U OnucaHne BekTopoB (wabnoHoB) koMmnbtoTepHbiX aTtak (CAPEC, ATT&CK,
OWASP nT.4.)

U [lokymeHTaumsa Ha CUCTEMbI U CETH

U [oroBopsbl, cornaweHns Unm nHble AOKYMEHTbI, coaepkalune ycroBus
Ncnosib3oBaHNA MHPOPMaLMOHHO-TENTEKOMMYHUKALUNOHHON MHAPACTPYKTYpPhI
LeHTpa o0bpaboTkm AaHHbIX UM 061avHoON MHPPACTPYKTYPbI NOCTaBLMKA YCNyr

W HIMA no co3gaBaembliM cuctemam

U OnucaHne Kputndecknx npoLecconB

O Pe3ynbTaTbl OLEHKN PUCKOB




IcxoaHble JaHHble Onst OLEHKU yrpo3 6e30nacHOCTM

NokymerTauus Onwucanwa wabnoHos aTak u3
HECHLTENL EETH ﬂTﬂpthhm MCTONHUKOE

BaHk gaHHbIX yrpo3
@CTIK F‘_m:{:mu \\
% _ Onucanune
KPMTHYECKHX
HF][JU'E{!['EIE

@‘

CucTembl M CETH




JKcnepTHaga rpynna

B nHTepecax CHMXeHUA CyObLEeKTUBHbIX (haKTOPOB NpU oLeHKe Yrpos3
6e3onacHOCTU MH(oOpMaLMKN peKOMeHAYeTCA co3aBaThb 3KCMEepPTHYIo rpynny.

B cocTtaB akcnepTHOM rpynnbl 4119 OUeHKM yrpo3 6esonacHOCTU MHopMaumnm
PEeKoOMeHOYyeTCH BKMNOYaTh 9KCMNePTOB OT:

U nogpasgoenenus no sawmte nHgopmMaLumnm
(obecneyeHusa nHdpopmaLlnoHHOU Be3onacHoCT);

U nogpasgeneHnusi, OTBETCTBEHHOIO 3a LMAPOBYHO
TpaHcdopmauuio (UT-cneymannctos);

U noopasgeneHusi, OTBETCTBEHHOIO 3a AKcnnyaTauuto
cCeTen CBA3U;

Q nogpasaerneHnd, orBetTCTBEHHOINO 3a 3KCrjiyatauuto
dBTOMAaTUN3NPOBaAHHbLIX CUCTEM YT1paBJIEHUA,

U nogpasgoenenun obnagartens nHdopmaumm nnm
onepartopa, OTBETCTBEHHOIO 3a BbINOMHEHNE
OCHOBHbIX (KpUTUYeCKux) npoueccos (bnsHec-
npoueccoB).




STarbl OLLEHKM Yrpo3 6e30nacHOCTU MHAOoPMaLINK
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Atan 1. OnpegeneHne HeraTUBHbIX
nocrneacTBuin, KOTOPbLIE MOTYT HACTYNUTb OT
peanunsaumn (BO3HMKHOBEHUST) Yrpo3
6e3onacHOCTU MHopMaLnK

Atan 2. OnpegeneHne BO3MOXHbIX
0ObEKTOB BO3ENCTBUS Yrpo3
6e3onacHoCTU MHGOopMaLnK

JAtan 3. OueHka BO3MOXHOCTU peanu3aymmn
(BO3HMKHOBEHWUST) Yyrpo3 6esonacHoOCTH
nHdopmaLum n onpegeneHne nx
aKTyanbHOCTU




STanbl OLEHKM Yrpo3 6e30nacHOCTM NHopMaLInm

nocneacTeri

AHAN M3 DOKYMEHTILMK CUCTEM M CETEI M MHLIX MCXOQHBD LaH HBIX

Onpegenerre HEraTHEHEI X NOCNELCTEM I
OT PEANMI ALK YIPO3
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Jran 2.
OnpegeneHue

Onpegenede roynn MAQOPME LHOHHEIX pEcyDons
W KOMNOHEATOR CHCTEM M CETEH

OueHka cnocobos peanu3auMn yrpos
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Otan 1. OnpegeneHne HeraTUBHbLIX MOCIEACTBUN OT peanmsaymu
(BO3HMKHOBEHUS) Yrpo3 6e3onacHOCTU MHopMaLmn

Ha ocHoBe aHanmsa MCXOOHbIX OdaHHbIX onpenenstTca cobbiTne wunm
rpynna coObITUA, HACTyNSIeHMe KOTOpbIX B pe3ynbTaTe peanusaumu
(BO3HMKHOBEHMUS) Yrpo3 6e3onacHOCTM MHpopmMaumm MoXeT NPUBECTH K:

a) HapyLLeHWIO NpaBs rpaxkaaH;

0) BO3HMKHOBEHUIO Yyulepba B obnactn obecrnevyeHna 0BOpOHbI CTpaHbl,
Bbe3onacHoCcTM rocygapctBa UM npasBornopsigka, a Takke B couMarnbHOMU,
9KOHOMUYECKON, TMOSINTUYECKON, 3IKOSIOrMYeckon cdoepax [LeATeNIbHOCTU
rocyagapcrBa;

B) BO3HUKHOBEHUIO (OUHAHCOBbLIX, MPOWU3BOLCTBEHHbIX, pPenyTauuOHHbIX
NN UHbIX PUCKOB (BMOOB yLwepba) ana obnagatens nHgopmaunu, onepartopa.

CobbiTe wunn rpynna CcoObITUN onpepgendroTcda MNpMMEeHUTESIbHO K HapyweHNI0 OCHOBHbIX
(KpVITM‘-IeCKMX) npoueccos (6M3H€C-I’IpOLl,eCCOB), BbINMOJIHEHNE KOTOPbIX obecneunBaldT CUCTEMbI N CETU, U
NPUMEHNTESIbHO K HapyLUEeHUIo 6e3onacHoCcTu I/IHCbOpMaLI,MI/I, co,qepx(au.l,eﬂc;l B CUCTEeMaX N CeTHAX.




Otan 1. OnpegeneHne HeraTUBHbLIX MOCIEACTBUN OT peanmsaymu
(BO3HMKHOBEHUS) Yrpo3 6e3onacHOCTU MHopMaLmn

IIpumep:

1) €CJIU omepaTop 06pabaThiBaeT NEPCOHAJIbHbIE JAHHbIE FPaXKAaH, KOTOPble B COOTBETCTBUU C
denepasibHbIM 3aKOHOM «O epCOHaIbHBIX JJAaHHBIX» MO/JIEXKAT 00513aTEJIbHOU 3all|UTE, OJJHUM U3
BO3MO>XHbIX HETaTUBHbBIX MOCJAEACTBUN OT peasn3aluu yrpo3 6€e30n1acHOCTU HHOPMaLUU SABJISIETCS
HapylleHUe KOHPUAEHIUAJbHOCTH EPCOHAJIbHBIX JJAHHbBIX, B pe3yJibTaTe KOTOPOro 6yAyT HapylleHbl
IpaBa CyO’b€KTOB MEPCOHAJbHBIX JAHHBIX U COOTBETCTBYIOLIME 3aKOHOAATE/bHbIE aKThI;

2) €CJIM onepaTop obecrneyruBaeT TPAHCIOPTUPOBKY HEPTH, OJHUM U3 BO3MOKHbIX HETAaTHBHBIX
NOCJIE€ICTBHUM OT peasiu3aliy yrpo3 6e30macHOCTH UHPOPMaL UK SBJISETCS pa3iuB HePTH U3
HedTenpoBo/a, NOBJEKIINN HACTYIJIEHHE 9KOJOTUYECKOr0 yilepoa;

3) €CJIM OllepaTop NpPeAOoCTaABJSAET YCAYTH CBSI3H, OJJHUM U3 BO3MOXKHbIX HETaTUBHbBIX MOCJAEACTBUN OT
peasiv3aluy yrpo3 6e30nacHOCTH UHPOPMaLUH SIBJSETCS HelpeLoCTaBJIeHUe YCIYyT CBSI3U abOHEHTaM,
MOBJIEKIlIee HACTYIJIEHUE yillepba B colida/bHOU cdepe;

4) AJid ollepaTopa I10 nepeBoay AeHEXHbIX CpeJCTB OAHHUM W3 BO3MOMXHBIX HETAaTHUBHBIX l'IOCJ'Ie,I[CTBI/Iﬁ oT
peasin3anuun yrpo3 06e30MacHOCTH I/IH(l)OpMaLU/II/I ABJIAETCA XUIIIEHHNEe NEHEXHDbIX CPEeACTB, B P€3yJIbTAaTe
KOTOPOI'O BO3MOXXHbI (l)I/IHaHCOBbIe N pelrnyTaluOHHbIE PHUCKH.




9t1an 1. OnpegeneHne HeraTMBHbLIX NOCNEACTBUMN OT peanusaumn
(BO3HMKHOBEHUS) Yrpo3 6e3onacHOCTU MHopMaLmn
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O1an 2. OnpegeneHne BO3MOXHbIX 0O0BEKTOB BO3AENCTBUS YIPO3

6e3onacHoCT MHdopMaLnm

Ha ocHoBe aHanmsa uCXodHbIX OaHHbIX U pe3yrnbTaTtoB MHBEHTApu3aunn CUCTEM WU ceTen
onpependrTca cneayrowmne rpynnbl I/IHd)OpMaLI,MOHHbIX pecypcoB N KOMIMOHEHTOB CUCTEM WU ceTen,
KOTOpPbIE€ MOTYT ABNATLCA obbekTamm BO3OENCTBUA:

ObecneuunBatoLme
CUCTEMBI

Nonb3oBaTenu n
NHTepdencol
B3aUMOAENCTBUSA

MallunHHbIE HOCUTENU

MporpamMmmHbIe cpeacTBa
(cuctemHoe 1 npuknagHoe
nporpaMmmHoe obecneveHue,
BKITHOYas CepBepbl MPUITOXKEHNN,
BEBG-NPUNOXEHWI, CUCTEMBI
ynpaeneHusa 6azamu AaHHbIX,
CMCTEMbI BUpTYyanu3auum)

CpeacTtBa 3aWwmThl
MHopMaLmnm

TenekoMMyHUKaLMOHHOEe
obopynoBaHue

UHdopmauus,
cogepxaladacda B cCucteme
(3awmwaemas nHgpopmaums,
nepcoHanbHble JaHHble,
MHdOpMaUms 0 KOHUrypaumm
CUCTEM U ceTeNn, AaHHbIe
TenemeTpun, CBeAEHUS O
cobbITnAX BeszonacHocTu 1 Ap.)

MporpammHo-annapaTHble
cpencTBa o6paboTKm n

XpaHeHus uHcpopmaumum
(aBTOMaTM3npoBaHHble pabo4ne
MecTa, cepBepbl, BKIoYas
NPOMbILUNEHHbIE, CPEACTBA
oTobpaxkeHnsa nHpopmauun,
nporpaMMupyemble Nornyeckune
KOHTpONnepsbl,
NPON3BOACTBEHHOE,
TexHornornyeckoe obopyaoBaHue)




OTan 2. OnpeaeneHne BO3MOXHbIX 0O bEKTOB BO3AENCTBUSA YIpo3
6e3onacHoCT MHdopMaLnm

YPOBHU apXUTEKTYPbI CUCTEM U CETEN, HA KOTOPbIX
onpenensalTcs 06bekTbl BO3AeNCTBUSA
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".x [ PAHKLEE CUEHEA YIPOS
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OTan 2. OnpeneneHme BO3MOXHbIX 0ObEKTOB BO34ENCTBUS Yrpo3

6e3onacHoCT MHdopMaLnm

Mpumep pacnpeneneHus rpaHnL, Npu oLeHKe yrpo3 6e3onacHoCcTy HdopMaLnn Mexay

onepaTtopoM M NoCTaBLLMKOM ycnyr

Hudpacrpykrypa Hndpacrpykrypa ITnardopma
oneparopa KaK yciyra KaK yciyra

[lpnnoseHia

[pinoxerHns [puaoaenns

('[1.,‘_'!_3'1 BRINOTHCHHA ( pPeaa BRINOIHCHHA C]_'!il;‘_']:ﬂ BRIMOTHCHIIA

: l;“”“'h" m

Ceazviouee Ceaiviomee
npory e NPOTPMAHOS
oDeCneYeHHE o0eCmeueHI

OnepauoHHan CHCTeMa OnepaunorAas CicTeua

[Tnaropa [Mrardopua
BIERTVATI AL BHPTY AT AL

AnNmaparHas niaropua AMMapaTHas nIardopya

ClCcTeMA XPaHEHIA
TAHHBIX

ClrcTena XpaHe Hia
JAHHEIX

Cercpaa HHQPACTPYETY 4 CeTepas HHQPACTPVETY pa Cerepad HHDPACTPYETY pa

[Tporpammuoe
obecneverHne

KaK im’[i]‘a

JaHHbIE

f].'H.‘IE BBINOIHCHIEA

Ceaviowmes
AporpaMHoe
odecmeneHIIR

OnepauioRHAA CHCTEMA

[MTrardopua
BIHPTVATIEZALI]

AnnapatHaa niatdopua

ClcTena XpaHeHn
JAHHEIX

Cerepan nHppacTpyETVpa

Onepatop [TocTaBLiMK ycayr




OTan 2. OnpeaeneHne BO3MOXHbIX 0O bEKTOB BO3AENCTBUSA YIpo3
6e3onacHoCT MHdopMaLnm

IIpumep:

1) pasrinamnieHne nepcoOHANTBHBIX JaHHBIX U (WIH) UX MOJU(HUKAIHS BO3MOXHBI B Pe3yJIbTaTe
HECAaHKIIMOHUPOBAHHOTO JIOCTYyTAa K 0a3e JaHHBIX, B KOTOPOU 3Ta HH(OpMAIUs XpaHUTCS,

2) pa3nuB HeQTH U3 He(PTEITPOBOIa BOSMOXEH B PE3yJIbTaTe HECAHKITMOHUPOBAHHOTO JIOCTYIIA K
IPOrpPaMMHUPYEMOMY JIOTHYECKOMY KOHTPOJUIEPY, 00ECIICUHBAIONIEMY YIIPABIECHUE 3aIBIKKAMHU
He(TENpoBO/1a, M TIOJIMEHBI XPAHAIIUXCS B HEM 3HAYCHUM;

3) HempemocTaBlIEHUE YCIYT CBSI3W aDOHEHTaM BO3MOXKHO B Pe3yJIbTaTe OTKa3a B 00CTY)KUBAaHUHU
MapLIpyTHU3aTOpPa YPOBHS siApa CETH;

4) HapyleHUE dIEKTPOCHAOKEHHUS TOTPEOUTEIICH BO3MOXKHO B Pe3yJIbTaTe HECAHKIIMOHUPOBAHHOTO
JOCTyMa K MPOrpaMMHUPYEMOMY JIOTHYECKOMY KOHTPOJLIEPY, YIIPABIIAIONIEMY BBIKJIIOUATENEM, C LIEJIbIO
MOJAa4H JIOKHBIX KOMaHJ Ha €ro OTKIIOUEHHUE;

S) XwWIeHue ACHEXKHBIX CPEACTB Y OlepaTopa Mo MepeBoay JACHEKHBIX CPEACTB BO3MOXKHO B PE3yJIbTaTe
oAMEHBI (Moau(UKaAIUN) HHOOPMALIHH, COJEPKAIIEHCS B JIGKTPOHHBIX COOOIICHMSIX.




OTan 3. OueHka BO3MOXXHOCTU peann3aumm (BO3HUKHOBEHUSA) Yrpo3
6e3onacHOCTU MHopMaLUK 1 onpeneneHne ux akTyanbHOCTU

Ha ocHoBe aHanmsa UcxXodHbIX AaHHbIX, a Takke pe3yJyibTaToOB OLUEHKN BO3MOXHbIX
Lueneu peann3aumnn HapywmTendaMmm yrpos3 ©esonacHocTu I/IHdDOpMaLI,I/II/I onpenendrTcA
BObl HapyLUMTeﬂeIZ, dKTyallbHbIX OJ14 CUCTEM U ceTeun:

OcHoOBHble BUAbI HapylUUTeren:
U cneumanbHble cny»0bl MHOCTPaHHbIX FOCY4aPCTB;
U Teppopuctnyeckmne, aKCTPEMUCTCKMUE FPYNNUPOBKN;
U npecTynHbie rpynnbl (KPUMUHAIbHBLIE CTPYKTYPbI);
U otoenbHble dmanyeckme nuua (xakepbl);
U koHKypupyloLme opraHmsaunm;
U paspaboTumku nporpaMmMHbIX, NpOrpaMMHO-annapaTHbIX CPeAcCTB;

O nuua, obecneymBatoLLme NOCTaBKY NPOrpamMmmMHbIX, MPOrpaMMHO-
annapaTHbIX cpeacTs, obecneynBaloLLnX CUCTEM;

U nocraBLumkn ycnyr CcBA3U, BbIHUCITUTESIbHbLIX YCIYT,

O nunua, npuBnekaemMble ANs yCTaHOBKWU, HACTPOMKN, UCTbITAHUA,
MyCKOHaNa[o4HbIX U UHbIX BUOOB paboT;

O nuua, obecneumnBatome PyHKLUMOHUPOBAHME CUCTEM U CETEN UMK
obecneynBaloLLMX cUCTEM onepaTopa (aaMUHUCTPaLNS, oxpaHa, YOOPLLMKN

nAap.);

L aBTOpU3OBaAHHBLIE NONL30BATENN CUCTEM U CETEMN;

U cuctemHble agMUHUCTpaTOPBLI M agMUHUCTPaTOpbl 6e30MnacHoCTy;
U 6biBwMeE (yBONEHHBbIE) pabOTHMKM (NONb3oBaTENN).




OTan 3. OueHka BO3MOXXHOCTU peann3aumm (BO3HUKHOBEHUSA) Yrpo3
6e3onacHOCTU MHopMaLUK 1 onpeneneHne ux akTyanbHOCTU

Hapywutenu moryT 6bITh:

O BHELWLHME HapyLIUTENN — HAPYLUUTENN, HE
nMerLLMe rnpas 4OCTyrna B KOHTPOSIMPYEMYHO
(OXpaHsaAeMyto) 30HY (TEppUTOPUIO) 1 (1UNn)
NOSTHOMOYUIM MO AOCTYNY K MHPOPMALNOHHBLIM
pecypcam 1 KOMNOHEHTaM CUCTEM U CETEN,
TpebyoLwmnm aBTopU3aLunm;

U BHyTpEHHNE HapyLIMTENN — HApyLUUTENN,
nMetoLme rnpasa 4OCTyna B KOHTPOSIMPYEMYHO
(OXpaHsaAeMyto) 30HY (TEppUTOPUIO) 1 (UNN)
NOSTHOMOYNS MO aBTOMaTU3MPOBAHHOMY AOCTYNY K
NHOPMAaLMOHHBIM pecypcam N KOMMOHEHTaM
CUCTEM 1 CETEN.




OTan 3. OueHka BO3MOXXHOCTU peann3aumm (BO3HUKHOBEHUSA) Yrpo3
6e3onacHOCTU MHopMaLUK 1 onpeneneHne ux akTyanbHOCTU

HapywuTtenun npmnsHatTcd
aKTyanbHbIMW A8 CUCTEM U
ceTeun, Korga BO3MOXHble
Lenu peanusayum nMu
yrpo3 6e30nacHoCTu
NHdopmaunm moryT
NpMBECTU K onpeadeneHHbIM
Ornsi CUCTEM U ceTen
HeraTUBHbIM MOCIIeACTBUAM
N COOTBETCTBYIOLLNM
puckam (Bnagam yuepba)




OTan 3. OueHka BO3MOXXHOCTU peann3aumm (BO3HUKHOBEHUSA) Yrpo3
6e3onacHOCTU MHopMaLUK 1 onpeneneHne ux akTyanbHOCTU

B xoge oueHku yrpo3 6esonacHOCTM MHdOpMauMM OOMKHbI ObiTb onpeaeneHbl BO3MOXHbIE
cnocobbl peanu3aumn (BO3HMKHOBEHUS) yrpo3 6e30MacHOCTU MHpopMaL MK, 3a CHET MCNOSb30BaHMS
KOTOPbIX aKTyanbHbIMW HapywuTensamm MoryT ObiTb peann3oBaHbl  yrpo3bl ©e3onacHoCTU
MHpopMauun B CUCTEMAX U CeTAX, — akTyarbHble Cnocobbl peanu3auun (BO3HUKHOBEHUS) Yrpo3
6esonacHoCTU MHpopmaunm

OCcHOBHbIe cnocobbI peanu3auum yrpos:
U ncnonb3oBaHue ys3BUMOCTEW;
U BHeapeHue BpeaoHOCHOro NporpaMMHOro obecneveHus;
U ncnonb3oBaHue HegekrapMpoBaHHbIX BO3MOXHOCTEN NporpaMMHoOro obecnedeHnsi u (Mnm) NporpamMmmMHo-
annapartHbIX CPeaCTB;
0 ycTtaHoBKa nporpaMMHbIX U (M) NporpaMMHo-annapaTHbIX 3aknagok B nporpaMmHoe obecnedeHne m
(nnun) nporpammHo-annapaTHble CPeacTBa;
0 doopmmpoBaHme 1 cnonb3oBaHUE CKPbITbIX KaHanoB (Mo BpEMEHW, N0 NaMATH) ANs nepegayn
KOH(pUAEHUMANbHbIX JaHHbIX;
U nepexsat (n3amepeHne) NOBOYHbIX 3NIEKTPOMArHMTHbIX U3My4YEeHUI U HABOLOK (APYrnx pmanyeckmx
nosien) Ans Aoctyna K KOHpuaeHuansHou nHpopmaLmm, cogepxaliencs B annapaTHbIX cpeacraax
ayTeHTUnKauum;
0 nHBa3uBHbIE cNOCO6LI 4OCTYNA K KOHPUAEHUMANbHON MHOPMAaLMK, cogepKallencs B annapaTHbIX
cpeacTBax ayTeHTudukauum;
0 HapyLwweHne 6e3onacHOCTM Npy NOCTaBKax MPOrpaMMHbIX, MPOrpamMmMHO-annapaTHbIX CpeacTB u (Mnu)
yCrnyr no yCTaHOBKe, HAaCTPOWKe, UCMbITaHMAM, NyCKOHanago4YHbIM paboTtam (B TOM vncne
aAMUHUCTPUPOBaHUIO, OBCYXXMBAHWIO);
0 owmnbBoyHbIe AeENCTBNA B X04e CO34aHus U SKCMnyaTaumMm CUCTEM U CETEN, B TOM YMCIe Npu yCTaHOBKE,
HacTpownKe NporpaMMHbIX U NMporpaMMHoO-annapaTHbIX CpeaCTB.




OTan 3. OueHka BO3MOXXHOCTU peann3aumm (BO3HUKHOBEHUSA) Yrpo3
6e3onacHOCTU MHopMaLUK 1 onpeneneHne ux akTyanbHOCTU

B xoge oueHku yrpo3 6e3onacHOCTM MHdOpMauMmM OOMKHbI ObiTb onpeaeneHbl BO3MOXHbIE
yrpo3bl 6e30nacHOCTN MHOPMaLMN U OLLEHEHA NX aKTyanbHOCTb A4S CUCTEM U CETEN — aKTyarbHble
yrpo3sbl 6e3onacHoOCTM MHopmaumn.

Yrpo3sa 6e3onacHoOCT MHdopMaL M BO3MOXHA, €CNU UMEKOTCH
HapyLnTesrb NN MHON UCTOYHUK Yrpo3bl, OOBLEKT, HA KOTOPLIN
OCYLLECTBIAITCA BO3AENCTBUSA, CNOCObbLI peanusauumn yrpo3bl

b6e3onacHoCcTn MHopMauumn, a peannsayma yrpo3bl MOXET MPUBECTU K
HeraTUBHbIM NOCIIEACTBUAM

YBMi = [HapywuTesnib (MCTOYHUK Yrpo3bl); 00 beKTbl BO3OEUCTBUSA;
cnocoObI peanusauum yrpo3s; HeraTuBHbIe NOCreACTBUA]

Bo3moxkHas yrposa # akTyanbHas yrposa




OTan 3. OueHka BO3MOXXHOCTU peann3aumm (BO3HUKHOBEHUSA) Yrpo3
6e3onacHOCTU MHopMaLUK 1 onpeneneHne ux akTyanbHOCTU

O AkTyanbHOCTb BO3MOXHbIX Yrpo3 06e3onacHocTM MHOPMaLUM onpenensieTcs
Hann4Mem cLeHapueB X peanuaaumm

U Tpu Hanmumm xoTa Bbl 04HOrO cueHapua yrposbl 6e3onacHoCcTN MHpopMaumm Takas
yrpo3a npusHaeTcs akTyanbHOW Af9 CUCTEMbI U CETU U BKMNKOYaETCs B MOLENb Yrpo3
6e30nacHOCTU CUCTEM U ceTel

Onpepnenexnune cueHapueB NpeaycmaTpuBaeT yCTaHOBMNEHNE
nocrneaoBaTenbHOCTU BO3MOXHbIX TAKTUK U COOTBETCTBYHOLLMX UM TEXHUK,
NMPUMEHEHNE KOTOPbIX BO3MOXHO aKkTyarbHbIM HAPYLUUTENEM C COOTBETCTBYIOLLIUM
YPOBHEM BO3MOXXHOCTEW, a Takke JOCTYNMHOCTU MHTEPhENCOB AN UCNONb30BaHUS
COOTBETCTBYIOLLMX CNOCOO0B peanu3aumm yrpo3 6e3onacHocTn MHdopMaunm

[lepeyHr BO3MOXKHBIX TAKTHUK U TEXHUK NPUBEJIEHBI B IPUJIOXKEHUH 11 K MeToJUKe OLleHKHU yIrpo3




OTan 3. OueHka BO3MOXXHOCTU peann3aumm (BO3HUKHOBEHUSA) Yrpo3
6e3onacHOCTU MHopMaLUK 1 onpeneneHne ux akTyanbHOCTU

MNpumep onucaHus cLueHapueB yrpos
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OTan 3. OueHka BO3MOXXHOCTU peann3aumm (BO3HUKHOBEHUSA) Yrpo3
6e3onacHOCTU MHopMaLUK 1 onpeneneHne ux akTyanbHOCTU

MNpumep BU3yanusauun cueHapueB yrpos

Omeas a
A AT U
aed-npunowese A

1 5 ".\
\ e _
| % o
S 1 = s - ¥ TEAL 0T
g  CE— v 9
= Q 'm-m,,r..ﬁ?\._\ | Boassomes  wedomgrmriisd e

COpESpe  VIIBHM DCTH yyept @ aude  ppocmos g

| Giaas -npg e e b
| Moarasel wi-Fr dasode ol
CMEoa UM OCmIyAIT IRl
| aias W L

(Y W a8 . s Ny
- e - | unighopan
Hosrssomaph TTerrRI—— L SeCTin FETaLME Tl . -
AT AT O _I-IO'IQ)PNII.ILJ-H ‘\ ¥R SRS DT i ok . e
& . =] k. ACcrynE
. k7 S -
y i
. e
\
|

- B | "‘gﬂ '\
i
. o Capiedi
-!-T.r::l
Wenmansaagneg, NEOTEMEEN
DPE0OHICHDNT \
Moy B
o i L. N M

Mo o
. nagonR ___-
- e
S e Nommerae
W S ACCTYV

&_ AP

e

@f

= .
| | Coefyem mn:rpcn*uwﬂ ey
| P LR
| Hexluwe‘cme e ‘ i s
— | Omapossr sosedoss

HIMENEWG® NOJUKY U ITOBON |
& UK, mpusodmour ®
MECEED TR LD A0 A |

. e N B U SRR Ll
5, g 4 OHTY LARAEIL | Homipomepn
| & i BT P
Jodawen e g ; W e 2
. 4 et & f c,wp m ||:'ecr||.tmuuh.u.l|
oserse yopakcme n - y

Coelyem
RO Y
!

L T P G o S |
BT et cazsasel ] “‘q‘l
| o
o ? OHCARVES TEXHARA DEANHIAL I Y rpos Geanhaccna :
Mogfap napomm et

r Homnmomepy
oy
Omeca @ ofcapsmaouoy aeld e
o W02 BEADN BEHEERIA WIBOpMALLIS i fﬁ"wﬂ
L

Cﬂ:ﬁ o ffwmr
| @ur::::;‘ﬁlﬂ I'U.I'::Bﬁ

:‘%‘”"’mw"{‘l OO YCT A 2 i STATARDE 0 CNE TS HE




PekomeHagyemas cTpyKkTypa MOOENM Yyrpo3

1. OBLwme NonoXXeHus

2. OnnucaHne cUCTeM U CeETEN N NX XapaKTEPUCTUKA KakK
OOBbEKTOB 3aLnThI

3. Bo3aMOXHble HeratuBHble NMOCeACTBUA OT peanunsauun
(BO3HUKHOBEHUS) yrpo3 B6e3onacHoCTn nHopmMaLum

4. Bo3aMOXHble 06BEKTbI BO3AENCTBUSA Yrpo3 Oe30nacHOCTH
MHdopmaLmu

5. NlcTouHuKN yrpo3 BbesonacHocTn nHopmauum

6. Crnocobbl peannsaunn (BO3HMKHOBEHUST) Yrpo3
6e3onacHoOCT MHOpMaLnK

7. AKTyanbHble yrpo3sbl 6e3onacHoOCTU MHopmaumn




AKTyanusauma Mogenu yrpos

N3meHeHne moaenu yrpo3 6e30nacHOCTU MHpOpMaLMKN OCYLLIECTBISAETCA B
crny4asx:

a) UsMeHeHus1 TpeboBaHNM HOpMaTUBHbLIX NPAaBOBLIX aKTOB PocCMNCKOM
depepaunun, metoanyeckmnx gokymeHtos PCTIK Poccuu, pernameHTUpyoLLmnx
BONPOCHI OLEHKM Yrpo3 6e3onacHOCTU MHOPMaLINK;

6) M3MEHEHUI apXUTEKTYPbI N YCNOBUN (OYHKLMOHUPOBAHUS CUCTEM U CETEN,
pexuma obpaboTkm MHopmaLum, NPaBoBOro pexmnma nHdopmaumu,
BIMAIOLLINX HA yrpo3bl 6e3onacHOCTU MHOPMaLNK;

B) BbISIBJIEHUSA, B TOM YMCNe No pe3ynbTaTaM KOHTPOSISA YPOBHS 3aLLULLEHHOCTU
CUCTEM N CETEN U coaepKallencs B HUX MHopmauum (aHannsa ysa3sBMMOCTEN,
TECTUPOBAHMIN HA NPOHUKHOBEHWNE, ayaunTa), HOBLIX Yrpo3 0e30nacHOCTU
NHopMaLMM UK HOBLIX CLEHapUeB peann3aunm CyLecTBYHOLWNX Yrpo3;

) BKoYeHns B 6aHK AaHHbIX yrpo3 6e3onacHoOCTM Hopmauumm
OCTOIK Poccum (bdu.fstec.ru) ceegeHnn o HoBbIX yrpo3ax 6e3onacHoCTuU
NHdopMaLunmn, cueHapusax (TakTukax, TeEXHUKax) ux peannsayun.




